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HECVAT 4.1.5 — Vendor Response
Appendix A: Subprocessor Inventory
Per HECVAT 4.1.5 and current customer DPA expectations, the following is Cursive's complete subprocessor inventory as of May 2026. All subprocessors with code-deployment access are bound by NDA, are background-checked (where applicable), and operate under AWS IAM least-privilege scoping. No subprocessor has standing access to institutional production data.
	Subprocessor
	Purpose
	Data Access
	Controls

	Amazon Web Services (AWS)
	Cloud infrastructure (compute, storage, network, key management)
	Encrypted institutional data at rest and in transit
	SOC 2 Type 2; ISO 27001; default AWS encryption (KMS, AES-256); TLS 1.2+

	Google Workspace
	Productivity tools (Gmail, Docs, Drive, Meet)
	No institutional production data; internal Cursive operations only
	SSO + MFA; SOC 2; data not commingled with customer data

	GitHub
	Source code management
	No institutional production data; source code only
	SSO + MFA; branch protection; SOC 2

	Linear
	Issue and project tracking
	No institutional production data; internal ticketing only
	SSO + MFA; SOC 2

	Bitwarden
	Credential management
	No institutional data; secrets only
	MFA; zero-knowledge encryption; SOC 2

	KnowBe4
	Security awareness training for staff
	No institutional data; training delivery only
	SSO + MFA

	Checkr
	Background checks for staff and contractors
	No institutional data; background-check operations only
	SOC 2; FCRA compliance

	The Hanover Insurance Group
	Cyber-risk insurance carrier
	No institutional production data
	Standard insurance contractual confidentiality

	Brain-Station 23 (Bangladesh)
	Moodle plugin development
	Code/staging only — NO production data access
	NDA; background checks; MFA; AWS IAM least-privilege; access scoped to non-production environments

	Anhad Mathur - AWS engineering contractor (India)
	AWS infrastructure / EKS engineering
	Production AWS via IAM admin role (no direct access to customer data records; manages infrastructure layer)
	NDA; background checks; MFA; AWS IAM-administered access

	Tech Worm LLC (UAE)
	ML model engineering
	Training-data infrastructure only — NO institutional client data used in training
	NDA; background checks; MFA; AWS IAM least-privilege; training operates exclusively on Cursive-owned datasets



